NudpopmanuoHHasi naMATKA IS 00y4AIOIIUXCS JAJI51 Pa3MelleHns Ha
opuuuansHbix UHTEpHET-peEcypcax

C KaxIpIM TOJOM MOJIOACKH B HWHTEPHETE CTAHOBUTHCS OoJiblle, a
IIKOJbHUKM OJIHM W3 CaMbIX AaKTHUBHBIX IOJb30BaTenel Pynera. Mexnmy Tem,
MOMUMO OTPOMHOIO KOJIMYECTBA BO3MOKHOCTEW, MHTEPHET HECET U MPOOJIEMBI.
Ota naMATKa J0JKHA MOMOYb Te0e 6e30IacHO HaXOAUThCS B CETH.

KoMmnbioTepable BUPYChI

KomnbloTepHsblii BUPYC - 3TO Pa3HOBHAHOCTh KOMIIBIOTEPHBIX MPOTPaMM,
OTIMYUTEIHHON OCOOEHHOCTBIO KOTOPOU SIBISIETCS CIIOCOOHOCTH K Pa3MHOXKECHHIO.
B nononHeHue Kk 3TOMy, BUPYChl MOTYT TMOBPEAUTH WU MOJTHOCTHIO YHUUTOXKUTH
Bce (haiiyibl U JaHHBIE, TOJKOHTPOJIbHBIE TIOJB30BATENI0, OT UMEHU KOTOPOTOo Obliia
3amyllleHa 3apa)xx€HHasi MporpaMMa, a TakKe MOBPEIUTh WM JTaK€ YHUUTOKUTH
OTIEpallMOHHYIO CHCTEMY CO BceMHu ¢aiiiamu B 1ieJoM. B OOJIBIIMHCTBE cllydaes
pacrpoCTPaHSAIOTCA BUPYCHI YEPE3 UHTEPHET.

MeToabl 3alIIUTHI OT BPEAOHOCHBIX IPOrpaMMm:

. Hcnons3yihi COBpPEMEHHBIE OINEPALMOHHBIE CHCTEMBI, HWMEIOIINE
CEPBE3HBIN YPOBEHD 3aLIUTHI OT BPEIOHOCHBIX MPOTPAMM;

2. IloctossHHO ycTaHaBnuBai mautd (UUGPOBBIE 3aIlIaTKA, KOTOPHIE
ABTOMATHUYECKH YCTAHABIMBAIOTCA C IIEJIbIO JIOPAOTKM TMPOTPaMMBbI) U JpyrHe
OOHOBJICHHSI CBOE€H omnepalMOHHOW cuctembl. CkauuMBaili UX TOJBKO C
opummanbHoro caira paszpaborunka OC. Ecium CylecTByeT  pexum
aBTOMATUYECKOT0 OOHOBJIEHUS, BKIIIOUH €T0;

3. PabGoraii Ha cBOeM KOMIBIOTEPE MOJ IpPaBAMH MOJb30BATENA, a HE
aAMUHUCTpATOpa. OTO HE TMO3BOJUT OOJIBIIMHCTBY BPEJAOHOCHBIX MPOTPAMM
WHCTAJVIMPOBATHCS HA TBOEM NEPCOHATILHOM KOMIIBIOTEPE;

4. Hcnonw3yil aHTUBUPYCHBIE MPOTPaAaMMHBIE MPOAYKTHI HU3BECTHBIX
MIPOU3BOJIUTEIICH, C aBTOMATHYCCKUM OOHOBJICHHEM 0a3;

5. Orpannub GU3NYECKUN JOCTYI K KOMITBIOTEPY JJISI IOCTOPOHHUX JIUIL;

6. Vcnonb3yit BHENIHUE HOCUTEIN WH(MOpMAINK, Takue Kak Quielika, TUCK
K ¢aitn U3 HHTEPHETa, TOJIBKO U3 MPOohepEHHBIX HCTOYHUKOB,;

7. He oTkpbIBali KOMMBIOTEpHBIE (Dailyibl, MONyYEHHBIE W3 HEHAIEKHBIX
ucTOYHUKOB. Jlaxke Te (paityibl, KOTOpHIE MpUCTal TBOM 3HAKOMBIH. Jlydiie yrouHu
y HEro, OTIIPaBJIsI JIU OH TeOe uX.

Cetu WI-FI

Wi-Fi - 370 He BHI niepeiaun JaHHBIX, HE TEXHOJIOTHs, a BCETO JIMIIb OpeH/I,
mapka. Eme B 1991 rony HuaepiaHjckass KOMIAHUSI 3apervucTpupoBaia OpeH[
«WECA», uto o6o3Hauano crnoBocoueranue «Wireless Fidelity», koTopsbrit
NEePEeBOAUTCS KaK «OecpOBOAHAS TOUHOCTDY.

Jlo Hamrero BpeMeHH JIoIuia apyras abbpeBuarypa, KotTopasi sSBJISICTCS TaKOH
ke TexHojoruen. Jto abOpeBmarypa «Wi-Fi». Takoe Ha3BaHue ObUIO AaHO C
HAMEKOM Ha CTaHJapT BhICIIMN 3ByKoBoW TexHuku Hi-Fi, yto B mepeBome
03Ha4YaeT «BBICOKASI TOUHOCTH.



Jla, OecriyaTHBIM MHTEPHET-AOCTYN B Kade, OTeIsIX U adporopTax sSBISETCS
OTJIMYHOM BO3MOKHOCTBIO BbIXOJIa B MHTEpHET. HO MHOTME 3KCIepThl CUUTAIOT,
gT0 obmeaoctynHbsie Wi-Fi ceTu He sBsitoTcs 6€30macHbIMU.

CoBeTbl 110 0€30MaACHOCTH PadoTe B 001eNOCTYNHBIX ceTsax Wi-fi:

1. He nepenaBaii CBOIO JIMUHYIO HHpOPMAIIHIO Yepe3 oomienoctynubie Wi-Fi
cetu. PaboTast B HUX, jKeJlaTeIbHO HE BBOJAUTH NMAPOJHU JIOCTYIIA, JIOTUHBI U KaKue-
TO HOMEpa;

2. Ucnonb3yit 1 0OHOBJISIIT aHTUBUPYCHBIE MTPOrpaMMbI U OpaHamayep. Tem
caMbIM ThI 00€30MacuIllb ce0s OT 3aKaYKHU BUPYyca Ha TBOE YCTPOUCTRBO;

3. Ilpu ucnonb3oBanuu Wi-Fi otkmoun ¢yskmuio «OOmmii goctyn K
daiinam u mpuHTepam». JlaHHas (QYHKIUS 3aKphITa MO YMOJYAHHUIO, OIHAKO
HEKOTOPBIE MOJIH30BATEIN aKTUBUPYIOT €€ I yI00CTBAa UCIIOJIB30BAHUS B paboTe
WM ydeoe;

4. He wucnonws3yit nyOmuunbii WI-FI nma mepegaum JuUYHBIX JaHHBIX,
HaAIMpUMeEp JIJIS BBIXOJa B COLIMAIIbHBIE CETH WIIU B DJIEKTPOHHYIO MOYTY;

5. Unonw3yi TOJIbKO 3anuiieHHoe coeaquuenue yepe3 HTTPS, a ue HTTP,
T.€. pu Habope BeO-aapeca BBOAU UMEHHO «https://»;

6. B mMoOuiabHOM Tenedone oTkimoun ¢yHknuto «Ilogkmrouenune k Wi-Fi
aBTomMaTu4eckn». He momyckali aBTOMaTHYECKOTO MOJKIIOYEHHS YCTPOMCTBA K
cetsim Wi-Fi 6e3 TBoero cormnacusi.

CouunajbHble ceTH

CornuanpHbIe CETH aKTUBHO BXOJAT B HAIy KM3Hb, MHOTHE JIIOU PaboTaroT
1 KUBYT TaM IMTOCTOSIHHO, a B Facebook yke 3aperucTpupoBaH MIJITHAP,T YETOBEK,
YTO SIBJISICTCSI OJHOM CeAbMOM BCEX KUTEIICH IUIaHeThl. MHOTHME MOJIL30BaTEIN HE
MOHUMAIOT, YTO WH(POpMAIHs, pa3MEIICHHas UMHU B COIIMAIBHBIX CETAX, MOXKET
OBITh HAWMJICHA U WCIIOJh30BaHA KEM YTOJHO, B TOM YHCJIE HE 00s3aTeIbHO C
OJlaruMu HAMEPEHUSIMU.

OcCHOBHBIE COBETHI N0 0€30MACHOCTH B COIUAIBHBIX CETHAX:

1. Orpanmyb crnucok apy3er. Y TeOs B ApY3bsAX HE JOJDKHO OBITh
CIIy4alHBIX U HE3HAKOMBIX JIFOJIEH;

2. 3ammimaid CBOIO YacTHYIO u3Hb. He ykaspiBail maposu, TenedoHsI,
aiapeca, JaTy TBOErO0 POXICHUS H  JIPYryl0 JHUYHYIO  HHGOPMAIIHIO.
3110yMBIIIIICHHUKHA MOTYT UCIIOJIB30BaTh Jake HH(POPMAIIMIO O TOM, KaK Thl U TBOU
POIUTENTHN TUTAHUPYETE MPOBECTH KAHUKYJIHI;

3. 3amuinail CBOIO pemyTaluio - JACpKU €€ B YUCTOTE W 3ajaBail cede
BOIIPOC: XOTEN OBbI ThI, YTOOBI APYTHUE MOJTB30BATEIN BUICITH, YTO ThI 3arPyKacIlb?
[Toxymaii, mpesk/ie YeM 4TO-TO ONMyOJUKOBATh, HAIUCATh U 3aTrPy3UTh;

4. Eciia ThI TOBOPHILB C JIFOAbMH, KOTOPBIX HE 3HACLIb, HE UCITOJIb3YH CBOE
peagpbHOe UMS U IPYTYIO JUYHYIO WH(OpMAIUU: UMS, MECTO >KUTEIIbCTBA, MECTO
yueObl U TIpoUee;

5. U3berait pazmemenus ororpaduii B IHTepHETE, T/I€ THI M300paXkeH Ha
MECTHOCTH, IO KOTOPOI MOKHO OTIPEJIEITUTh TBO€ MECTOIOJIOKEHUE;

6. Ilpm perucrtpanuu B COIMAIBLHOM CETH HEOOXOAMMO HCIIOIb30BATh
CJIOXHBIE TIAPOJIH, COCTOSMIUE U3 OYKB U IU(P U C KOJTUISCTBOM 3HAKOB HE MECHEE
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7. Jnda conMalbHOM CeTH, TMOYThl M JAPYTUX CAlTOB HEO0OXOIUMO
UCIIOJIb30BaTh pa3Hble maposu. Toraa ecinu Tedsi B3JIOMAIOT, TO 3JI0YMBIIUICHHUKA
MOJIy4aT JOCTYI TOJBKO K OJTHOMY MECTY, @ HE BO BCE Cpa3y.

JJIeKTPOHHBIE IeHbIH

DONEeKTPOHHBIE JIEHBIM — 3TO OYEHb YAOOHBIM COCO0 miaTtexei, OJIHaKo
CYILLIECTBYIOT MOIIEHHUKH, KOTOPBIE XOTAT MOJYYUTh 3TH ICHBIH.

DJIEKTPOHHBIE IEHBI'H MOSIBUIIMCH COBCEM HETABHO U KMEHHO M3-3a 3TOTO BO
MHOT'MX T'OCYyAapCTBax A0 CHX IOP HE MPOIMKUCAHO PO HUX B 3aKOHAX.

B Poccun xe oHM (QYHKIIMOHMPYIOT U O HUX YX€ MPOMHUCAHO B 3aKOHE, Te
UX Pa3AeisIIOT HAa HECKOJIBKO BUIOB - aHOHMMHBIE U HE aHOHMMHBbIC. PasHuna B
TOM, YTO aHOHMMHBIE - 3TO T€, B KOTOPBIX pa3periaeTcs NpoBOIUTE onepanun 0e3
UACHTU(UKAIINY TTOTH30BATENs, & B HEAHOHUMHBIX HICHTU(UKALIUN MTOJIb30BATENS
SBIISIETCS] 00S3aTEIHHOM.

Taxxke ciemyer pas3nuyaTh dSJEKTPOHHBIE (UaTHBIE JEHbIU (paBHBI
rOCyJIapCTBEHHBIM BaJIIOTaM) M JJIEKTPOHHbIE He(dUaTHBIE JCHBIU (HE pPaBHbBI
roCyJapCTBEHHBIM BAJIIOTaM).

OcHOBHBIE COBETHI 110 0€30MACHOH padoTe ¢ ITEKTPOHHBIMH ICHbIAMMU:

1. IlpuBsku k cueTy MOOWIBHBIA TeneoH. DTO camblii yIOOHBIM U
OBICTPBII crmoco0 BOCCTAHOBUTH JOCTyn K cueTy. IlpuBsizanHblii TenedoH
MIOMOKET, €Clii 3a0yJelnib CBOM IUIATeXKHBIM Mapoib WM 3aijielllb Ha CalT ¢
HE3HAKOMOT'O YCTPOMCTBA;

2. Hcnone3yil omHopa3oBble maponu. Ilocnme mepexoga Ha YCHIEHHYIO
aBTOpHU3alMI0 TeOe yke He OyleT yrpokKaTh OMACHOCTh KPaXH WJIM IepexBaTa
IIJIATEKHOTO MAPOJIS;

3. Boibepu cnoxsblii maponb. [IpectynHukam Oyner HE MPOCTO yrajaarhb
CJIIOKHBIM Maponb. HamexHele maponu — 3TO MApoiM, KOTOPBIE COIAEpXkKaT He
MEHee 8 3HAKOB M BKIIIOUAIOT B ce0s CTPOYHBIC M MPOMHUCHBIC OYKBBI, ITUGPHI U
HECKOJIbKO CMBOJIOB, TaKME KaK 3HAK JI0JUiapa, (PyHTa, BOCKIMIIATENILHBIN 3HAK U
t.11. Hanpumep, StRONQ!;;

4. He BBOJIM CBOM JINYHBIE JAHHBIE HA CaliTaX, KOTOPHIM HE IOBEPSIEIIb.

DJIeKTPOHHAs MOYTA

DNeKTpOHHAs 1MoYTa — 3TO TEXHOJIOTUS U MPEIOCTaBISEMBIE €10 YCIYTH 110
NEPECHUIKE U MOIYYECHHIO AIEKTPOHHBIX COOOILEHUH, KOTOPBIE paCIpeiesoTCs B
KOMMBIOTEpHOU ceTh. OOBIYHO HJIEKTPOHHBIM MOYTOBBIA SIIIUK  BBITJISIUT
CJIeIyIOIMM 00pa3oM: UMsI_TOJIb30BaTENA(@HUMs_ToMeHa. Takxke Kpome nepeaadn
MIPOCTOT0 TEKCTA, UMEETCS BO3MOKHOCTh MIEpeiaBaTh (pailibl.

OcHoBHBIE COBETHI 10 0€301aCHOI padoTe ¢ JIEKTPOHHOM MOYTOM:

1. Hago BbIOpaTh mNpaBHIIbHBIA TMOYTOBBIA cepBUC. B uHTEpHETE ecThb
OTPOMHBIN BBIOOP OECIIIaTHBIX MOYTOBBIX CEPBUCOB, OJHAKO JIYYIlle IOBEPSAThH TEM,
KOTI'0 3HACIIb U KTO MEPBBIN B PEUTUHTE;

2. He yka3pIBail B TUYHOM MOYTe JUUHYI0 HHGopMarnuio. Hampumep, mydie
BbIOpaTh «My3bIKaJIbHBIN _(paHaT@» mim «pok2013» BmecTo «teMal3y;

3. HMcnonp3yid ABYXATamHYK aBTOPU3ALMIO. DTO KOrJa MOMUMO MapoJisi
HY>KHO BBOJUTH KOJI, TpUChUIaeMbIil o SMS;



4. BeiOepu CIOXKHBIN Maposib. [t KaXA0ro Mo4YTOBOrO SIIKKA T0JKEH OBbITh
CBOM HAJICKHBIN, YCTOMYUBBIN K B3JIOMY [apOJb;

5. Ecimu ectp BO3MOXHOCTH HANMCaTb CaMOMY CBOM JIMYHBIM BOIIPOC,
UCIIOJIb3YH 3Ty BO3MOYKHOCTb;

6. Hcronp3yil HECKOJIBKO TMOYTOBBIX SIIMKOB. IlepBbIii 111 4YacTHOM
MEPEINNCKU C aipecaTamMu, KOTOPBIM Thl JOBEPSEHIb. JTO AJIEKTPOHHBIN agpec He
HAJI0 UCTIOIB30BATh MIPU PETUCTPAIIMHU Ha OopyMax U calTax;

7. He oTkpeiBail (pailsiel U1 ApyrHe BJIOXKEHUS B MUChMAax JAXKE €CIU OHU
IOPUIIUTA OT TBOUX Jpy3el. Jlydine yTouHu y HUX, OTIPABISUIA JU OHU TeOe 3TU
Gaitnbr;

8. Ilocne okoHuyaHusi paOOTBI HAa MOYTOBOM CEPBUCE MEPEN 3aKPBITUEM
BKJIQJIKU C CAUTOM He 3a0y/1b HaXaTh Ha «BeIATIY.

KubepOy/uIMHT WM BUPTYaJbHOE U3/1€BATEIbCTBO

KubepOymiuHr —  mpeciieoBaHUE  COOOIICHUSIMHU,  COJIEpKAIIUMHU
OCKOpOJIeHUS, arpeccuio, 3aIlyTUBaHUE; XYJINTAHCTBO; COLIMAIIBHOE
OOMKOTHUPOBAHUE C MOMOLIBIO PA3TMYHBIX HHTEPHET-CEPBUCOB.

OcHoOBHBIE cOBeTHI IO 00pBHOE ¢ KHOEPOYIIIMHIOM:

1. He Gpocaticsa B 60oii. JIyummii crmoco6: mocoBeToBaThCs Kak ceOsl BECTH U,
€CJIM HET TOro, K KOMY MOKHO OOpaTHThCS, TO BHa4aye yCHOKOUThCS. Ecnmu T
HAYHEIIb OTBEYaTh OCKOPOJIEHUAMHM HAa OCKOPOJIEHMs, TO TOJBKO €uie OOoJblle
pa30AOKeIb KOH(IIHKT;

2. Yupapisii cBoell kubeppemnyTauuei;

3. AHOoHMMHOCTh B ceTu MHUMas. CylIeCTBYIOT CHOCOOBI BBISICHUTH, KTO
CTOUT 332 aHOHUMHBIM aKKayHTOM;

4. He crouT BecTH XyJIMIraHCKUN oOpa3 BUPTYaJIbHOM >ku3HU. MHTEepHeT
(GuKCUpyeT BCce TBOM JEUCTBHS M COXpAHSIET UX. YJAIUTh UX OyIeT KpaiiHe
3aTPYyIHUTEIIBHO;

5. Cobmro1ait CBOXO BUPTYAJIbHYIO Y€CTh CMOJIOY;

6. Wrnopupyi eaumHuuyHbIi HeratuB. OmHOpPA30BbIE OCKOPOUTEILHBIC
coOOIIeHUsT Jydlie UrHopupoBaTb. OOBIMHO arpeccsi MpeKpalaercs Ha
HayvaJIbHOM CTaJIuM;

7. ban arpeccopa. B mporpammax oOMeHa MIHOBEHHBIMH COOOIIICHUSIMH, B
COLIMAJIBbHBIX CETSIX €CTh BO3MOXHOCTh OJIOKUPOBKM OTIPABKH COOOILIEHUH C
ONPENIECIICHHBIX aJPECOB;

8. Ecnu ThI cBUaeTenb kuOepOysuMHra. TBOU IEUCTBUS: BHICTYIIUTh MPOTUB
IpecieaoBaTens, MOKa3aTh €My, YTO €ro JEWCTBUS OLEHUBAIOTCS HEraTUBHO,
NOJAJIEPXKaTh KEPTBY, KOTOPOW HY)KHA ICHXOJIOTMYECKasi MOMOIb, COOOIIUTH
B3pOCJBIM O (PaKTe€ arpeCCUBHOTO MOBEJACHUS B CETH.

MooOuibHbIN TeaedoH

CoBpeMeHHbIe CMapT(OHBI U TJIAHIIETHI COIEPKaT B ce0E BITOJIHE B3POCIBIiA
GyHKIIMOHAT, © TEMeph OHU MOTYT KOHKYPHPOBAaTh CO CTAaIlMOHAPHBIMH
KoMIibroTepamMu. OTHAKO, CPEACTB 3AIIUTHI IJIs1 TIOJIOOHBIX YCTPONUCTB TIOKA OYEHB
Masio. TecTWpoBaHWE W TIOMCK YSI3BUMOCTEM B HHUX HPOUCXOAUT HE Tak
MHTEeHCUBHO, Kak s [1K, To ke camoe kacaeTcss U MOOMJIBHBIX MPHIIOKEHUM.



CoBpemeHHble MOOWIbHBIE Opay3epbl yK€ MPaKTHYECKH JIOTHAJH
HACTOJIbHBIE AaHAJOTH, OJIHAKO paclIMpeHue (QyHKIMOHAla Bie4YeT 3a coOoM
OOJIBIIYIO CIIO)KHOCTb Y MEHBIIYIO 3aIUIIEHHOCTD.

Jlaneko He BcCe MPOU3ZBOAMTENN BBITYCKAIOT OOHOBJICHMS, 3aKpPbIBAIOIINE
KPUTUYECKUE YSI3BUMOCTH JIJISl CBOUX YCTPOUCTB.

OcHOBHBIE COBETHI JJI 0€30IACHOCTH MOOMJILHOIO TeJie(poHA:

1. Huuero He siBisieTcs MO-HACTOSIIEMY OecIUlaTHBIM. bynb ocTopokeH,
BeJlb Korja Tede mpenaraioT OecIIaTHbI KOHTEHT, B HEM MOTYT OBITh CKPBITHI
KAaKHe-TO IJIaTHBIE YCIIYTH;

2. Jlymaii, npexzae dem otnpaButb SMS, ¢oto wmum Buigeo. Tel TOUHO
3HAEIllb, I'/I€ OHU OYAyT B KOHEUHOM UTOre?

3. Heo0xoaumo 0OHOBIATH ONEPALMOHHYIO CUCTEMY TBOETO CMapT(hOHa;

4. Ucnionb3yit aHTUBUPYCHBIE IPOTPAMMBI JIsI MOOMIIBHBIX Telle(hOHOB;

5. He 3arpy»xaii npuiaoKeHHus OT HEM3BECTHOIO UCTOYHUKA, BEb OHU MOTYT
COJIEPKaTh BPEIOHOCHOE MTPOrPaMMHOE 00ECIIEUEHHUE;

6. Ilocne Toro kak Thl BBIHJEIIB C CaiiTa, I/ie BBOAWI JIMYHYIO HH(POpMALIHIO,
3aiiIn B HACTPOMKHU Opay3epa u ynanu cookies;

7. Ilepponuuyecku MpOBEPS KaKHWe IIATHBIE YCIYI'M AKTUBHPOBAHBI Ha
TBOEM HOMEDE;

8. JlaBail cBOli HOMEp MOOMJILHOTO TenedoHa TOIBKO JIFOJSIM, KOTOPBIX Thl
3HACIIb U KOMY JI0BEPSEIb;

9. Bluetooth nomxeHn ObITh BBIKIIOYEH, KOT/Ia Thl UM HE MoJyb3yelibes. He
3a0bIBail MHOTIa TPOBEPATH 3TO.

Online urpsi

CoBpeMEHHbIE  OHJIAWH-UTPBl - 3TO  KPACOYHbIE, 3aXBATHIBAIOIIHE
pa3BiieyeHUs, OOBEIUHSAIONINE COTHU ThICSY YEJIOBEK MO BceMmy Mupy. Mrpoku
UCCIIEYIOT JaHHBIM UM MHp, OOLIAIOTCS APYr C JIPYrOM, BBIIOJHSIOT 3a/laHus,
CPKAIOTCS C MOHCTPAMHM M TIOJYy4YarOT ONBIT. 3a YJOBOJBCTBUE OHM ILIATAT:
MOKYTAIOT JUCK, OIJIAYMBAIOT a0OHEMEHT WJIM MIPUOOPETAIOT KAKUE-TO OIIUU.

Bce a1u cpeacTBa MAYT Ha NOAJAEPKAHUE U PA3BUTHE UI'PBI, & TAK)KE HA CaMy
0€30I1aCHOCTh: COBEPIICHCTBYIOTCS CHCTEMbI aBTOPU3ALIMU, BBIITYCKAIOTCS HOBBIE
naTuu (UQpPOBbIE 3aIIaTKU AJI IPOrpaMM), 3aKpbIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B mogoGHBIX urpax CTOMT oOmacaTbCsi HE CTOJBKO CBOMX COIEpPHUKOB,
CKOJIBKO KpPa)XKM TBOETO Mapojisi, Ha KOTOPOM OCHOBAaHA CUCTEMa aBTOpPU3AIUU
OOJBIIMHCTBA UTP.

OcHOBHBIE COBETHI 110 0€30MACHOCTH TBOET'0 UTPOBOI0 AKKAYHTA:

1. Ecnu apyroit urpok BeneT ceOs MI0X0 UM CO3AaeT TeOe HENPUSTHOCTH,
3a0JIOKUPYH €ro B CIIHCKE UTPOKOB;

2. ITloxanyiics aAMUHHCTpaTOpaM WIPbl Ha IUIOXO€ TMOBEIECHUE 3TOr0
UTPOKA, KENATEIBHO NPUIIOKHUTh KaKHE-TO J0Ka3aTeIbCTBA B BUJI€ CKPUHOB;

3. He yka3biBaii mnunyro nHGOpMaIuio B mpodaiiie urpsl;

4. YBaxail Ipyrux y4aCTHUKOB I10 UTPE;

5. He ycranaBnmmBait HeopuITMaIbHBIC TTATYH ¥ MOJIBI,

6. Mcrionb3yii CII0KHBIE U Pa3HbIE ITAPOJIH;



7. Jaxe BO Bpemsl WUIpbl HE CTOMT OTKJIIOYAThb aHTUBHUpYC. lloka TbI
UIpaelllb, TBOM KOMIIBIOTEP MOTYT 3apa3UTh.

OUIIMHT WM KPAa’Ka JTHYHBIX JAHHbIX

OObIYHOM Kpaskel JEHEr U JOKYMEHTOB CETO/IHA YK€ HUKOTO HE yJMBHIIb,
HO C pPa3BUTHEM MHTEPHET-TEXHOJOTUN 3J0YMBIIUICHHUKH IIEPEMECTUIINCE B
UHTEPHET, U MPOJOJDKAIOT 3aHUMATHCS «ITFOOMMBIM» JIETIOM.

Tax mosBuiach HOBasl yrpo3a: MHTEPHET-MOUIEHHMYECTBA WM (DUIIMHT,
TJIaBHAs LEJdb KOTOPOTO COCTOMT B TMOJYYEHMH KOH(UICHIIMAIBHBIX JaHHBIX
M0JIb30BaTENe — JIOTWHOB U maposieil. Ha anrnmiickoM si3bike phishing unraercs
kak gumuHr (0T fishing — pr1OHast noBis, password — maposib).

OcHoBHBIE COBETHI 10 00pBHOE ¢ PUINMHIOM:

1. Cnenu 3a cBoMM akkayHTOM. Eciii Thl mojo3peBaelib, 4YTO TBOSI aHKETa
Obuta  B3JIIOMaHa, TO HeoOXoauMO  3a0JOKHpOBaTh €€ U COOOLIUTH
aJIMUHHCTPATOpaM pecypca 00 3TOM Kak MOKHO CKOPEE;

2. Vcnionb3yii Oe3omnacHble BeO-CaliThl, B TOM YHCIIE, UHTEPHET-Mara3uHoB U
IIOMCKOBBIX CUCTEM;

3. Hcnone3yit crnoxHble U pa3Hble maponu. Takum oOpasom, ecnu TeOs
B3JIOMAlOT, TO 3JIOYMBIIUIEHHUKHA IOJIy4aT JOCTYIl TOJBKO K OJHOMY TBOEMY
npo(UIIIO B CETH, @ HE KO BCEM;

4. Ecnu Tebs B3nOManu, TO HEOOXOAMMO NPEIyNpPEIUTb BCEX CBOMX
3HAKOMBIX, KOTOpbIE J100aBieHbI y T€OA B JIPY3bsAX, O TOM, UTO T€Os B3JIOMAJIU U,
BO3MOYKHO, OT TBOETO MMEHU OYJIE€T PacchlIaThCs CIIaM M CChUIKH Ha (PMIIUHTOBbIE
CalThI;

5. YcranoBu HaaexHbli napois (PIN) Ha MOOMIIBHBIN TENE(OH;

6. OTKJII0YM COXpaHEHUE Maposisi B Opay3epe;

7. He oTkpbiBail Qailnbl U Ipyrue BIOXKEHHS B MHUCbMax JaXe €CIU OHH
OPUILUIM OT TBOUX Apy3el. Jlydie yTo4HM y HUX, OTHOPABISIIM JU OHU TeOe 3TU
Gbaib.

Mudposas penyrauus

[u¢poas penyrtauus - 3TO HEraTUBHAsl WM NO3UTHBHas MHQOpMAIUs B
cetu o Ttebe. Komnpomerupyromas uHbopMalusi pa3MelleHHas B HHTEpHETE
MOKET CEPhE3HBIM 00pa30M OTPA3UThCS HA TBOEH peaynbHOU xu3HU. «lludposas
penyTanus» - 3T0 TBOH UMHJIK, KOTOPBINA hopMHpyeTCcss U3 UHPopMaluu o Tede B
UHTEpHETE.

TBoe MecTO KUTENbCTBA, Yy4eObl, TBOE (PUHAHCOBOE MOJOKEHHUE,
OCOOEHHOCTH XapakTepa U paccKa3bl O OJIM3KHUX - BCE 3TO HAKAIUIMBAETCS B CETH.

MHorue noApoOCTKH JErKOMBICIEHHO OTHOCSTCS K NyOJUKALMH JTUYHOU
uHpopmanuu B MHTEepHETE, HE MOHKMMAsl BO3MOXKHBIX MociencTBuil. Tol naxe He
CMOXeEITb J0TagaThcsi 0 TOM, 4yTo doTorpadus, pa3MeIlleHHas 5 JIeT Ha3aj, cTaja
MPUYUHON OTKa3a MPUHATH Te0s Ha padoTy.

KommenTapuu, pazmenienue TBoux ¢otorpaduii u Ipyrue IeUCTBUS MOTYT
HE MCYE3HYTh Ja)Xe I0CJE€ TOro, Kak Thl MX yJajdullb. bl HE 3HACIIb, KTO
COXpaHWJ ATy HH(OpMalMIO, ToNajga JMU OHAa B IIOMCKOBBIE CHUCTEMBI H
COXpaHWJIach JU OHA, a TJIABHOE: YTO MOAYMAalT O TeOe OKpy’Karollee JII0Ju,
KOTOpbIE HAWAYT U YBUAAT 3T0. HaliTu nH(OpMaIMio MHOTO JIET CITYCTS CMOKET



Jr000H - Kak u3 10OpBIX MOOYKIEHHUH, TaK U C HAMEPEHUEM MIPUYUHUTH Bpea. ITO
MOJKET OBITh KTO YTOAHO.

OcHOBHBIC COBETHI M0 3alUTe HU(PPOBOH penmyTANNH:

1. Ilonymaii, mpexie 4em 4To-TO IMyOJIMKOBATh U NepeaaBaTh y ceOs B Oore
WIM B COLMAIIBHOM CETH;

2. B nHactpoiikax mpouis yCTaHOBH OTpaHMYEHUS HAa MPOCMOTP TBOETO
npouiIs ¥ €ro CoAEP>KUMOT0, CIETIal €ro TOJIBKO «JUIs IpYy3eiD»;

3. He pa3memiaii u He yka3piBail MH(OpMALMIO, KOTOPAask MOXKET KOT0-JIH00
OCKOPOJISITh WK OOMXKATh.

ABTOpCKOE NIPaBo

CoBpeMeHHbIE  IIKOJIBHUKH-  aKTUBHBIE  MOJB30BaTeIn  IUGPOBOTO
npoctpaHcTBa. OOHAKO JajleKko HE BCE 3HAIOT, YTO II0Jb30BAHWE MHOTUMU
BO3MOXKHOCTSIMH ~ IIMPpoBOro  mupa Tpedyer  coOmiofeHuss TMmpaB  Ha
UHTEIJIEKTYaJIbHYI0 COOCTBEHHOCTD.

TepMuH «uHTENIEKTyadbHas COOCTBEHHOCTb» OTHOCUTCS K pPa3iHMYHbIM
TBOPEHHUSIM YEJOBEUECKOIO0 yMa, HAayMHAas C HOBBIX HM300pPETEHUH M 3HAKOB,
0003HAYaIOIUX COOCTBEHHOCTh Ha MPOAYKTHI U YCIYTU , U 3aKaHUYMBasi KHUTaMH,
¢dororpadusiMu, KHHOPUIBMAMU U MY3bIKAJIbHBIMU ITPOU3BEICHUSIMH.

ABTOpCKHE TpaBa - 3TO IpaBa HA MHTEJUIEKTYaJbHYIO COOCTBEHHOCTh Ha
IIPOU3BEICHUS HAYKH, JINTEPATypPbl U UCKYCCTBA. ABTOPCKME IIPAaBa BBICTYIAIOT B
KAueCTBE TapaHTHH TOTO, YTO HMHTEIUIEKTYyaJIbHBIM/TBOPUECKUN TPYJ aBTOpa HE
OyZIeT HampacHbIM, JAacT €My CIpPaBEAJIMBbIE BO3MOYKHOCTH 3apaboTaTh Ha
pe3ynbTaTax CBOETr0 TPyHAa, MOJYyYUTh W3BECTHOCTh M mNpu3HaHue. Hukrto 06e3
paspelieHusi  aBTOpa HE  MOXKET  BOCIPOMU3BOAMTH €T0  IPOU3BEACHHE,
pacnpocTpaHsaTh, NYOJIMYHO JE€MOHCTPUPOBATH, NPOJABATH, HMIIOPTHUPOBATH,
IIyCKaTh B MNPOKAT, IyOJIMYHO HCHOJHSTH, MOKA3bIBATh/UCIOIHATh B 3QUpe WU
pasMmewars B IHTEpHETE.

Hcnonb30BaHne  «HMUPATCKOIO»  MPOrPaMMHOTO  OOECTIEUEHHUS] MOXKET
IPUBECTM K MHOTMM pHUCKaM: OT IOTEPHU JAHHBIX K TBOMM AaKKayHTaMm [0
OJIOKUPOBKHM TBOETO YCTPOWCTBA, I/I€ YCTAHOBJICHHBIM HE JIeTalbHas Mporpamma.
He crour Taxke 3a0bIBaTh, YTO CYIIECTBYET JieTajbHble W OecIiaTHbIE
IIPOrpaMMBbl, KOTOPbIE MOKHO HAalTH B CETH.

O noprane

CeteBUUOK.p( - TBOM TJIABHBIN COBETUYHK B CETH. 37€Ch Thl MOXKEIIh Y3HATh
0 0€30MaCHOCTH B CETU MOHITHBIM U JOCTYIHBIM SI3bIKOM, & TP BO3HUKHOBEHHH
KPUTUYECKOM CHUTyallud OOpaTUTHCS 3a COBETOM. A Take€ NMPUHATH y4acTue B
KOHKYpCax M CTaTh CaMbIM IIU(POBBIM IPakIaHUHOM !



